Privacy Notice

CUSTOMER REGISTER FOR TOURISM AND HOSPITALITY INDUSTRY

PRIVACY NOTICE (Effective from 25.5.2018)

European Union General Data Protection Regulation (EU) 2016/679, Articles 12, 13, 14, and 19

1.
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Data Controller

a. Hotel Olof

b. Hallituskatu 16, 95400 Tornio

c. Business ID: 1068708-8

Contact Information of the Data Protection Officer

a. Hanna Viitavaara

b. Hallituskatu 16, 95400 Tornio

c. sales@hotelliolof.fi

d. 040 963 7981

Contact Information for Registry Matters

a. Hanna Viitavaara

b. Hallituskatu 16, 95400 Tornio

c. sales@hotelliolof fi

d. 040 963 7981

Name of the Register

a. Customer Register for Tourism and Hospitality Industry

Purpose of Processing Personal Data

a. The purpose of processing personal data is:

Handling room, table, and facility reservations, providing services

Customer identification

Customer relationship management, customer appreciation

Customer communication related to reservations, customer contact

Marketing communication

Resolving and informing about incidents

Developing customer service, conducting service improvement research

Ensuring the rights of parties and verifying the correctness of services

Basis for Processing Personal Data

a. Based on law and regulation

Nationality (regulation EU 692/2011), purchase data or parts thereof for accounting
purposes (law 1336/1997) for protecting the data subject

Payment card information and related purchase and transaction data according to the card
issuer's instructions Contractual basis

Customer reservation information such as name and contact details, language codes,
information about companions or event participants, billing or other payment information,
pricing basis such as business customer information, or other information affecting pricing.
Purchase data and information about reserved or used services, including purchase
locations, service level such as room type, and other information about desired services.
Gender, information about past and future reservations




e Email correspondence
e With the consent of the data subject, additional information may be collected to implement
the service. Such information may include dietary restrictions or accessibility needs.
7. Description of the Data Controller’s Legitimate Interests
a. We aim to serve our customers by considering their needs and wishes. When processing
information about titles, gender, or past and future reservations, we can pre-fill
registration cards, consider customer preferences in the hotel or restaurant, or specially
recognize our customers during holidays or birthdays. Tourism is an experience industry
where staying overnight or visiting a restaurant involves more than just physical
surroundings. As part of the experience, hotels and restaurants are also expected to
recognize their customers and consider their special needs.
b. We also want to better consider our customers and improve service by utilizing
automatic customer recognition when they contact our customer service.
8. Personal Data Processed
e Surname, first names, contact information such as phone number and email address
e Address information such as home address and possibly other addresses like workplace
address as per customer's notification
e lLanguage code, gender possibly inferred from the title, nationality, people staying with the
customer in the hotel
e Price basis such as company information or other information possibly affecting the room
price such as campaign code
e Billing address if different from other provided address information
e Information on any abnormal behavior affecting other customers or, for example, failure to
pay
Date of birth
Other information that enhances the service implementation such as dietary restrictions or
room accessibility
e Information about past and future reservations and payment details
9. Groups of Personal Data Processed
a. Customer name and contact information, marketing consent or prohibition, information
on loyalty programs, details of future reservations, information on past accommodation
or restaurant visits, information required for visa support.
10. Data Source and Description of Data Sources, If Collected from Public Sources
a. Collected data is obtained directly from the customer or the system that produced the
customer's reservation. Such systems may include those used by traditional travel
agencies or systems of online booking intermediaries.
b. Incomplete data is supplemented based on customer notification from the legally
required accommodation register collected by hotels (law 308/2006).
c. Personal data may also be updated from the Population Register Centre and other
address updating or similar service-providing registers.
11. Recipients of Personal Data
a. Data of customers who have purchased travel packages (Law on Travel Service
Combinations 901/2017, 83) may be disclosed to another service provider partner, such
as a theater.
b. When a customer provides feedback about hotel stays or restaurant experiences, their
data may be transferred to the entity conducting the research automatically.



c. We ensure the adequate level of data protection required by legislation with our
partners.
d. We disclose data to authorities within the permissible and obligatory limits of current
legislation, such as responding to requests for information from authorities.
12. Transfer of Personal Data to Third Countries or International Organizations and Used
Safeguards

a. Customer data is transferred outside the EU or EEA when necessary for providing the
service. Our service partners are contractually committed to EU standard contractual
clauses.

13. Retention Period of Personal Data or Criteria for Determining Retention Period

a. Personal data related to reservations is anonymized or deleted no later than three years

after the person'’s last reservation.
14. Rights of the Data Subject

a. The data subject has the right to inspect their data.

b. The data subject has the right to have their data deleted, provided that the data
controller does not have a legal basis for retaining the data.

c. Ifthe data subject wishes to exercise their right to restrict processing or right to object,
they can do so by contacting the data controller. Contact with the data controller is also
required if the data subject wishes to transfer their data from one system to another.

d. If a person wishes to exercise their rights or obtain more information about the
processing of their personal data, they can contact the data controller mentioned in this
notice.

e. The person also has the right to file a complaint with the supervisory authority if they
believe that the processing of their personal data violates applicable data protection
regulations.

15. Impact of Not Providing Personal Data on the Contract
a. Areservation can only be made if the customer’s personal data is provided to the service

provider (hotel, restaurant, conference venue). A reservation cannot be made if the data
is not provided.

b. Not providing data collected with consent may affect the provided service.

16. Impact of Personal Data Processing and General Description of Technical and
Organizational Security Measures

We protect personal data carefully throughout its lifecycle using appropriate data protection and
data security measures. System providers process personal data in secure server environments.
Access to personal data is restricted and the staff has a confidentiality obligation.

Physical documents containing personal data are stored in locked and fireproof storage facilities
after initial processing. Granting and monitoring access rights is controlled. We regularly train
staff involved in personal data processing and ensure that our partners’ staff understand the
confidential nature and secure handling of personal data. We select our subcontractors
carefully. We continuously update our internal practices and guidelines.

Despite our protective measures, if personal data falls into the wrong hands, it is possible that
the data may be misused and, for example, undeserved benefits may be used on false grounds.
If we detect such an incident, we will immediately investigate it and try to prevent any damage.



We will inform the relevant authorities and data subjects about the data breach as required by
law.



